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o = =

*hLenz &= | Har - A 22| ¢7] 27[ 8 &

UI ot

-l

2E E5H7| 2/8l sHAE =Hd= LT
1) * hLen / MFLeng
Z0|. dkLen = (232-1)

=]
=
2 0N =53t =5

o X}

r
HO

APO[= D7 B4, LEHH O 2 8IH 7t AFEEILILY.
hLen - 8iA| gs=2| 8 Zl4= HO| (SHA2562 B2 32).MFlen — =g &f<(Smix OFzH)
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Function scrypt
Inputs:
Passphrase: Bytes string of characters to be hashed
Salt: Bytes random salt
CostFactor (N): Integer CPU/memory cost paramete0072

BlockSizeFactor (r):  Integer blocksize parameter (8 is commonly used)
ParallelizationFactor (p): Integer Parallelization parameter. (1..272~1 *

hLen/MFlen)
DesiredKeyLen: Integer Desired key length in bytes
Output:
DerivedKey: Bytes array of bytes, DesiredKeyLen long

Step 1. Generate expensive salt

blockSize < 128*BlockSizeFactor //Length (in bytes) of the SMix mixing function
output (e.g. 128+8 = 1024 bytes)

Use PBKDF2 to generate initial 128+*BlockSizeFactor*p bytes of data (e.g. 128+8%3
= 3072bytes)

Treat the result as an array of pelements, each entry being blocksize bytes (e.g.
3 elements, each 1024 bytes)

[By...B, 1] ~ PBKDF2,\\;nc-stazse (Passphrase, Salt, 1,
blockSize*ParallelizationFactor)

Mix each block in B 2CestFactor times using ROMix function (each block can be
mixed in parallel)

fori—Otop-1do
B, ~ ROMix (B,, 2CostFactor)
All the elements of B is our new "expensive” salt
expensiveSalt B, || B, || B, || ... || B,- //where [| is concatenation

Step 2. Use PBKDFZ to generate the desired number of bytes, but using the
expensive salt we just generated

return PBKDF2,,ac-shazss (Passphrase, expensiveSalt, 1, DesiredKeyLen);



https://en.wikipedia.org/wiki/Salt_(cryptography)
https://en.wikipedia.org/wiki/PBKDF2
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047|A PBKDF2 (P, S, ¢, dkLen) H7|'®H2 RFC 289801 H2|=|0] AUOH ci= s ZIRiLCY,
Ol #7[H2 ¢ =12l PBKDF22| AtE2 X|F5H7| 2[8 RFC 791401 M ArEE LT
Function ROMix(Block, Iterations)
Create /terations copies of X
X ¢ Block
fori < O to Iterations-1do
V, ¢ X
X < BlockMix(X)
fori < O to Iterations-1do
j € Integerify(X) mod Iterations
X < BlockMix(X xor V)

return X
O7|M RFC 7914= X2l OFX|2f 64 HIO|EZ 2|F QIC[2F = A= diA ot Z1t= Integerify
(X)E FelgLct.
lterations= No| Mg =0|2 2, 2[E-2C|2 4 A2E SiME|= X2| 0|2} 64HI0|E & A

Bl == oFAIQ) (N / 8) HIO|ERE A|&HSHH ElLICH.
Integerify(X) mod Iterations = A1 mod Iterations = A2 mod Iterations.
Function BlockMix(B):
The block B is r 128-byte chunks (which is equivalent of 2r 64-byte chunks)
r < Length(B) / 128;
Treat B as an array of 2r 64-byte chuncks
[By-.B,4] < B
X < B,
fori< Oto2r-1do
X ¢ Salsa20/8(X xor B) //Salsa20/8 hashes from 64-bytes to 64-bytes
Y, ¢ X
return < Yo 1Y, I Y5, 1Y Y1 1Yy,
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